
j}1flgs hut\ .. cfiff9 @)^#

4040404040

;fOa/ ck/fw (Cyber Crime) elgG5 .

;fOa/ ck/fw JolQm ljz]if, ;DklQ ljz]if /

;/sf/ ljz]if u/L d'VotM tLg k|sf/sf

x'G5g\ .

!= JolQm ljz]if ;fOa/ ck/fw

O{–d]nsf] dfWodaf6 JolQmx¿nfO{ dfgl;s

tgfj l;h{gf ug'{ jf afn of}g ;DaGwL

;fdu|Lsf] cgflws[t ¿kdf ljt/0f ug'{nfO{

JolQm ljz]if ;fOa/ ck/fw eGg] a'lemG5 .

o;sf ;fy} kLl8t JolQmnfO{ O{–d]nsf]

dfWodaf6 wDSofP/ k|tfl8t ug]{ h:tf

sfo{x¿ (Cyber Stalking) ;d]t o;

ck/fwleq kb{5g\ .

@= ;DklQ ljz]if ;fO{a/ ck/fw

lagf cg 'd lt cgf lws [t ¿kdf

sDKo"6/x¿df ;fOa/ cË dfkm{t\ l5g'{,

(Computer Vandalism) cyf{t\ sDKo"6/df

/x]sf ;"rgfx¿sf] :jfldTj k|fKt ug'{ jf ug{

vf]Hg' h:tf ck/fwx¿ ;DklQ ljz]if ;fO{a/

ck/fw cGtu{t kb{5g\ . o;sf ;fy}

Hacking/Cracking h:tf ;fOa/

ck/fwx¿ ug]{ u/fpg] sfo{ ;d]t o; ck/fw

cGtu{t kb{5g\ . o:t} vt/fk"0f{ k|f]u|fdx¿

tyf sDKo"6/ efO/;x¿nfO{ ljt/0f ug'{ klg

;DklQ ljz]if ;fOa/ ck/fwx¿ x'g\ .

#= ;/sf/ ljz]if ;fOa/ ck/fw

;~rf/ tyf ;"rgf k|ljlwåf/f ul/g]

cftÍsf/L lqmofsnfkx¿ (Cyber

Terrorism) ;/sf/ ljz]if ;fOa/ ck/fw

cGtu{t kb{5g\ . h;df s'g} klg JolQm jf

;d"xn] sDKo"6/ / OG6/g]6 dfkm{t\ s'g} klg

b]zsf] ;/sf/ tyf hgtfx¿nfO{ wDSofpg

;Sb5g\ . pbfx/0fsf] nflu, s'g} JolQm ljz]ifn]

s'g} klg b]zsf] ;/sf/L tyf ;}lgs

j]a;fO{6x¿df k|j]z u/L j]a;fO{6 lgl:qmo

kfg]{, ;fdu|Lx¿ d]6fpg] tyf ;"rgfx¿df

yk36 klg ug{ ;Sb5g\ .

OG6/g]6 / ;fO{a/ ck/fw

dfgj ;dfhn] ljZjdf cfh;Dd

cfljisf/ u/]sf ;a} k|sf/sf k|ljlwx¿dWo]

Hofb} 7"nf] pknAwLsf] ¿kdf OG6/g]6nfO{

lnOPsf] 5 . jt{dfg o'udf ;"rgf k|ljlw,

a}lsË k|0ffnL cGtu{t O{–a}lsË tyf cfd

hgtf;Fu k|ToIf ;/f]sf/ ljleGg sfo{x¿ ÷

;]jfx¿ tyf cfkt\sflng ;]jfx¿ ;a} OG6/g]6

dfkm {t \ sDKo"6/ ;~hfn (Computer

Network) åf/f ;~rfng ul/G5 . t/

;dfhdf o:tf JolQmx¿ klg 5g\ h;n] o;

k|ljlwsf] pkof]u u/L c?nfO{ xfgL–gf]S;fgL

k'¥ofpg] sfo{df nufpF5g\ . o:tf sfo{x¿

ug]{x¿sf] p2]Zo a'‰g Hofb} sl7g x'G5 .

p2]Zo a'‰g g;lsP klg o;sf] kl/0ffdaf6

hgdfg;nfO{ o; k|ljlwk|lt cfTdljZjf;

a9fpg] sfo{df eg] cf3ft k'Ub5 . o:tf]

lgolt OG6/g]6n] cfk\mgf] hGd ePsf] w]/} 5f]6f]

cjlwdf g} ef]Ug' kl//x]sf] 5 .

OG6/g]6af6 x'g ;Sg] b'Jo{jxf/x¿

nuftf/ grflxFbf kqx¿ s'g} JolQm

ljz]ifnfO{ k7fO/xg] k|lqmofnfO{ d]n jldª\

elgG5 . h;n] ubf{ O{–d]n k|fKt ug]{

JolQmsf] d]n aS;df cgfjZos kqx¿

;b}j el/P/ /xG5g\ . h;n] ubf{ cfjZos

kqx¿ ;dodf k|fKt gx'g klg ;Sb5g\ .

:kfldª\ Ps}k6s ;a} kq k7fpg] k|ljlw

xf] . o;sf] jf:tljs k|of]u Jofkf/ k|a4{g

cflb sfo{sf nflu ul/G5 . t/ slxn]sfxLF

o;sf] klg b'¿kof]u x'g uO{ s]xL

JolQmx¿sf] d]n aS;df cgfjZos

kqx¿sf] af9L cfP/ b'Mv lbg] ub{5 .

ln:6 lnª\lsª\ dfkm{t\ csf{sf] d]n 7]ufgf

cfbfg–k|bfg ug{ ;lsG5 . t/ o;}sf]

b'¿kof]u u/L slxn]sfxLF d]n 7]ufgfdf

nfvf}Fsf] ;ª\Vofdf /x]sf …d]n 7]ufgfx¿Úsf]

ln:6 g} k7fP/ cgfjZos x}/fgL lbg]

ul/Psf] kfOG5 .

:k'lkmª\ (Spoofing) cyf{t\ e'm§f JolQmn]

cGo jf:tljs JolQmsf] O{–d]n 7]ufgfdf

d]n k7fP/ e'mSofpg] cyjf efO/; cflb

dx]z l;+x s7fotdx]z l;+x s7fotdx]z l;+x s7fotdx]z l;+x s7fotdx]z l;+x s7fot

s DKo"6/, ;~rf/ tyf OG6/g]6

k|ljlwnfO{ k|of ]u u/L ul/g]

ck/fwnfO{ sDKo"6/ ck/fw cyf{t\

 dx]z l;+x s7fot g]kfn k|x/Ldf sDKo"6/ dxfzfvf k|d'v x'g'x'G5 .
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k7fP/ b'Mv lbg] ub{5g\ .

lnª\lsª\÷k|m]ldª\ (Linking/Framing)

dfkm{t\ s'g} cflwsfl/s j]a;fO{6nfO{

csf{sf] 7]ufgfdf nu]/ hf]8L lbg] ub{5g\ .

jf:tljs u|fxsnfO{ p;sf] cflwsfl/s

;]jfaf6 jl~rt ul/lbg] ub{5g\ .

qm]lsª\ (Cracking) eGgfn] cgflws[t

¿kdf s'g} klg sDKo"6/ k|0ffnLdf kx'Fr

k|fKt ug]{ / cGtf]uTjf ;f] k|0ffnL lauf/L

lbg] sfo{nfO{ a'lemG5 . k|of]ustf{n]

slxn]sfxLF of] b'Jo{jxf/ ;d]t em]Ng'kg]{

x'G5 .

;fOa/ ck/fwsf r'gf}ltx¿

jf:tjdf ;fOa/ :k];df x'g] ck/fwx¿n]

s'g} klg /fi6«sf] sfg'gnfO{ dfGb}gg\ . o;n]

ubf { ;fOa/ ck/fwsf ] /f ]syfd tyf

ck/fwLnfO{ ;hfo gx'g] xf] eg] O{–sdz{n]

;dofg's"n ljsf; ug{ ;Sb}g . To;afx]s,

xfn cfP/ afnof}g ck/fw, e'm§f ck/fw,

hfn;fhL, cfO{=kL=cf/= rf]/L, ;"rgf tyf

k};fsf] rf]/L tyf uDeL/ k|s[ltsf wDsL cflb

ck/fwx¿ ca OG6/g]6df ;l//x]sf 5g\ .

xfn ;fOa/ ck/fwn] dfgj ;Deotfsf

cufl8 k|fljlws, sfg'gL / ;fwg–;|f]t ;DaGwL

u/L d'Vo tLg k|sf/sf r'gf}ltx¿ NofPsf]

5 . h;nfO{ lgDgfg';f/ j0f{g ug{ ;lsG5 M–

-s_ k|fljlws r'gf}ltx¿ – ;fOa/ ck/fw

s;n], s;/L, sxfFaf6 lsg u¥of] cflb s'/fx¿

kQf nufpg Tolt ;lhnf] 5}g . lsgls, o;

ck/fwsf] k|s[lt Pjd\ k|of]u x'g] k|ljlw Hofb}

hl6n Pjd\ ;Dj]bgzLn x'g] ub{5 . slxn]sfxLF

t ck/fwL;Dd k'Ug 7"nf] wg/fzLsf] vr{

ug'{kg]{ dfq xf]Og, k|fljlws lx;fan] c;Dej

g} x'g] ub{5 .

-v_ sfg'gL r'gf}ltx¿ – o; k|ljlwdf x'g]

b|'tQ/ ultsf] ljsf; Pjd\ kl/jt{gn] ubf{

ljBdfg sfg'g tyf sfg'gL k4lt Pjd\

cf}hf/x¿n] ;d]t ;a} ck/fwnfO{ ;d]6\g ufx|f]

dx;'; x'g yfn]sf] 5 .

-u_ ;fwg;|f]t ;DaGwL r'gf}ltx¿ –

jf:tjdf ;fOa/ ck/fw;Fu h'Wgsf] nflu

cfjZos kg]{ k|fljlws bIftf, tflnd tyf

ah]6sf] ;b}j cefj x'g] ub{5 . h;af6

jt{dfg @! cf}F ztfAbLdf o;k|sf/ b|'tQ/

ultdf eO/x]sf] ;"rgf k|ljlwsf] kl/jt{gsf

nflu cfjZos kg]{ ;fwg;|f]t afwf aGb5 .

;fOa/ ck/fw / ljsf;zLn d'n'sx¿

xfn w]/} ljsf;zLn Pjd\ ljsf;f]Gd'v

d'n'sx¿df o; ck/fwsf] ;fdgf ug{sf nflu

sfg'g th'{df ul/;lsPsf] 5 . lkmlnlkG;df

O{–sd;{ PS6sf] Joj:yf u/L ;fOa/

ck/fwLx¿sf] nflu klg sfg'gL Joj:yf

ul/Psf] 5 . dn]l;ofn] ;g\ !((& df g}

sDKo"6/ ck/fw ;DaGwL sfg'g th'{df u/L

nfu" ul/;s]sf] 5 . To;}u/L, l;ª\ufk'/df

l;ª\ufk'/ ;fOa/ ld;o'h PS6åf/f o;

ck/fwsf ] /f ]syfd Pjd \ cg ';Gwfg

ul//x]sf] 5 . To;}u/L xfd|f] l5d]sL d'n's

ef/tdf klg OG6/g]zgn 6]Sgf]nf]hL PS6–

@))) nfu" eO;s]sf] 5 tyf g]kfndf

klg On]S6«f]lgs 6«fGh]S;g PS6–@))$ åf/f

; fOa/ ck/ fws f ]  lgo Gq0 f  Pjd \

cg';Gwfgsf] Joj:yf ul/Psf] 5 .

;fOa/ ck/fw lgoGq0fsf ljBdfg
pkfox¿

xfn;Dd klg ;fOa/ ck/fwsf ]

cfqmd0faf6 aRg] d'Vo pkfo g} To;sf]

cfqmd0f x'g glbg' g} xf] . cyf{t\, o; ;DaGwL

;r]ttf g} xf] . xfn ;fOa/ cfqmd0faf6

sDKo"6/ k|0ffnLnfO{ ;'/lIft /fVg] w]/} ;fwgx¿

pknAw 5g\ . pbfx/0fsf] nflu, kmo/jfN;\,

OglqmK;g k|ljlwx¿ tyf klAns sL k|0ffnL

cflbx¿sf] k|of]u ug{ ;lsG5 .

;fOa/ sfg'g ;lxt ;fOa/ ck/fw

cg';Gwfgstf{x¿nfO{ cfjZos dfqfdf

;fwg;|f]t tyf ah]6sf] Joj:yf ul/g' kb{5 .

h;sf ] dfWodaf6 pgLx¿n] ;fOa/

cfqmd0fsf/Lx¿af6 sDKo'6/ g]6js{ -;~hfn_

nfO{ ;'/lIft /fVgsf] nflu cfjZos ;+oGq

(Hardware, Software tyf cGo

;fwg;|f]tx¿_ / tflndsf] Joj:yf ug{

;Sb5g\ . ;fOa/ ck/fwnfO{ lgoGq0f ug{

sfg'g ta;Dd ;'if'Kt x'G5, ha;Dd o;

If]qdf sfo{ ug]{ k|x/L, clwjQmf, GofofwLz

tyf cGo JolQmx¿df o;sf] 1fg, lzIff tyf

cfjZos tflndsf] Joj:yf ul/Fb}g . o;afx]s

;/sf/ / lghL If]qx¿aLr ;dGjo / cfk;

;xof]usf] cfbfg k|bfg x'g' Hofb} h?/L 5 .

o;sf] dfWodaf6 ;fOa/ ck/fw;Fu h'Wg tyf

cg';Gwfg ;d]t ug{ 7"nf] ;xof]u x'g hfG5 .

o;}u/L, ;fOa/ ck/fw ;DaGwL ljBdfg

sfg'gnfO{ /fli6«o, If]qLo tyf cGt/f{li6«o

:t/df ;d]t ;fd~h:otf sfod ul/Pdf of]

;Ldf/lxt ck/fwnfO{ lgoGq0f ug{ ;d]t 7"nf]

6]jf k'Ug ;Sb5 .

pk;+xf/

;fOa/ ;'/Iff tyf ;"rgfsf] uf]klgotf

;/sf/sf] dfq lhDd]jf/L xf]Og, lghL If]qx¿n]

;/n tyf :jMcg'zfl;t k|0ffnLsf] ljsf; ug{

h?/L x'G5 . To;} u/]/ ;/sf/n] ;"rgf k|ljlw

pBf]u tyf cGo ;fOa/ ck/fw ;DaGwL

u}/;/sf/L ;+:yfx¿;Fu ;xsfo{ u/L ;fOa/

ck/fw ;DaGwL lgoGq0fdf nfUg h?/L 5 .

jf:tjdf, ;a}eGbf 7"nf] sfo{ eg]sf]

;/sf/sf ljleGg txdf sfo{ ug]{ JolQmx¿,

lghL If]q, ;fdflhs ;+3–;+:yfx¿, u}/;/sf/L

;+:yfx¿sf JolQmx¿sf] ;+nUgtfdf ;fOa/

ck/fw, JolQmut 8f6f uf]kgLotf, ;fOa/

;'/Iff, ;fOa/ ck/fw /f]syfd / lgoGq0fsf]

ljifodf k|rf/ k|;f/ Pjd\ hfgsf/L u/fpg

Hofb} h?/L x'G5 . ;fy} ;fOa/ If]qx¿df x'g]

ck/fw tyf ltgLx¿sf] /f]syfd, lgoGq0f

;DaGwL ljifox¿df ;d]t ;r]t u/fpg'

kb{5 . /, cGtdf ;a}eGbf dxTjk"0f{ Pjd\

h?/L s'/f eg]sf] ;fdflhs ;j{;xdltåf/f

;xL tl/sf cyf{t\ g}ltstfdf cfwfl/t ;"rgf

;~rf/ k|ljlw (Ethical and Trustworthy

Computing) sf] k|of]u xf] .


